
eemingly overnight, COVID-19 stay-at-home orders 
shuttered K-12 schools and institutions of higher ed-
ucation (HE), and educators were expected to rapidly 
employ educational “triage” to move a generation of 

kindergarten to graduate-level students into remote educa-
tion. Educational institutions in technologically advanced re-
gions quickly adopted a wide variety of online tools including 
video conferencing, collaboration apps, project planning soft-
ware, and cloud storage to piece together curriculum, re-
sources, and communication. Within weeks, education 
world wide had instituted Emergency Remote Teaching (ERT).  

ERT is not like the planned, pedagogically sound, online 
learning already in existence,1 which uses course manage-
ment or learning-management systems (CMS/LMS). Tradi-

tional CMS/LMS are developed with student security and 
privacy in mind.2 They provide a clearly written privacy pol-
icy and terms of agreement and meet regulatory compliance. 
Traditional systems support a planned curriculum, pedagog-
ically sound learning, and secure storage and grading.  

In contrast, Emergency Remote Teaching during COVID-
19 has often brought together poorly vetted online applica-
tions that utilize undefined levels of encryption and include 
terms of agreement that do not meet privacy regulations. 
Student (and teacher) security and privacy were further at 
risk due to their connecting via home or public networks—
often using their own personal devices.  

Many of the online tools cobbled together during the 
COVID-19 emergency are user-friendly,3 which means that 
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teachers and students quickly embraced them to share les-
sons, engage collaboratively, and to post assignments.4 This 
makes the task of deciding whether or not to permanently 
adopt these technologies after COVID-19 more difficult. In-
stitutions choosing to do so will need to enact privacy poli-
cies and procedures for teachers and students. 

 
What Is Personal Data, and Why Should We Care About       
Guarding It? 

Online data privacy refers to how entities collect, host, store, 
use, share, and secure a user’s personal data. Protecting users’ 
rights to manage and determine how others handle their per-
sonal data is the purpose of privacy,5 and the Universal Decla-
ration of Human Rights declares that entities should not intrude 
upon this right of an individual.6 In line with this, in 2013, the 
U.N. adopted The Right to Privacy in the Digital Age.7  

The right to personal-data privacy has been legislatively 
codified around the world to prevent individuals or organi-
zations from obtaining other people’s information and un-
ethically or illegally using it to exploit them and cause harm. 
In today’s digital world, where tracking a user’s activity is 
ubiquitous to the online experience, even one piece of digital 
information can reveal additional personal data and put that 
person in harm’s way. For example, a predator who pos-
sesses a child’s age, username, or e-mail address can easily 
target that child. With a device ID, a hacker can spoof a per-
son’s mobile device and receive copies of incoming text mes-
sages which can then be used for blackmail or identity theft. 
Unfortunately, criminals in possession of student personal 
data have been known to threaten students and their fami-
lies with physical harm. 

 As Christian educators, it is up to us to follow all data 
privacy laws within our own countries to protect the per-
sonal data of those in our care from unscrupulous and unau-
thorized use. We should do this not only for regulatory com-
pliance but also because God asks us to do justice and 
protect the vulnerable (Isaiah 1:17).  

Given that educators and educational administrators must 
work within a legislative environment that seeks to protect 
children’s data privacy, it is helpful to understand the differ-
ent types of personal data. Personal data is traditionally cat-
egorized as linked or linkable data. In today’s digital world, 
electronic identifiers may also be included. Table 1 provides 
some examples.8  

Personal Data may pertain to a specific area of one’s life. 
In an educational setting, for example, a student’s Personal 
Data includes grades, educational records, and personal in-
formation exchanged within his or her educational experi-
ence. Data privacy principles hold an organization responsi-
ble to protect all personal data in its possession. Entities that 
collect, store, or distribute Personal Data are accountable for 
enacting policy and procedures to protect it.9  

 
Privacy Guidelines and Regulations Affecting Education 

Data and child privacy regulations around the world 
cover similar principles while navigating a complex series of 
cultures and legislative traditions.10 Table 2 provides three 

examples of regulations that have had an impact on world-
wide regulatory efforts. Included are the U.S. Family Educa-
tional Rights and Privacy Act (FERPA), the U.S. Children’s 
Online Privacy Protection Act (COPPA), and the EU General 
Data Protection Regulation (GDPR). Each reader should be-
come familiar with privacy regulations in his or her own re-
gion of the world and consult educational authorities and 
legal counsel as he or she applies these regulations.  

• The Global Education Privacy Standard (GEPS) incor-
porates common standards upon which all privacy regula-
tions are based. Use this adapted list11 to identify what your 
institution needs to understand and document:  

• Understand what is or is not allowed with data, based 
on your jurisdiction’s regulatory laws; 

• Be clear about why you are going to use data in a spe-
cific manner;  

• Understand what the law requires of you concerning 
data privacy; 

• Understand the basic technical standards that relate to 
data privacy; 

• Understand data retention and purging regulations; 
• Identify who will handle the data, have access to it, or 

be notified if concerns arise; and  
• Consider compliance across borders (Which countries 

may be impacted?). 
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Examples of Data Type 
 
Data traditionally linked to a 
person such as name, ad-
dress, phone number, date 
of birth, driver’s license 
number or other ID, biomet-
ric data 
 
Place of birth, Zip/postal 
code, gender, age range, 
ethnicity, e-mail address,  
religion 
 
 
Persistent Identifiers are 
often used to personalize a 
user’s digital experience or 
to advertise to him or her. 
These include things like 
Device ID, Cookies, or an 
Internet Protocol (IP) ad-
dress. Geolocation is an-
other digital identifier that 
can often reliably track an 
individual.

Data Type 
 
Linked Data—Data that 
when linked to an individual 
can identify him or her 
 
 
 
 
Linkable Data—Data that 
alone cannot identify a per-
son but if combined with 
other data can be used to 
identify the individual 
 
Other Electronic Identi-
fiers—Persistent Identifiers 
(long-lasting references to a 
resource such as a dataset 
or a person) may be consid-
ered as personal data if they 
can be used to identify an 
individual; other digital iden-
tifiers may also link to indi-
viduals under certain cir-
cumstances.

Table 1. Examples of Personal Data 



Why Now? 
Why should educators concern themselves about data 

privacy during this time of crisis? Many of the online appli-
cations that educational institutions embraced during 
COVID-19 did not typically cater to school or student data 
privacy, as they were made for public use. To their credit, 
they recognized the educational sector need and temporarily 
offered their products to schools for free or nearly free. At 
their core, however, they remain focused on profit.  

Several applications that rolled out to schools quickly suc-
cumbed to security or privacy issues.12 Code fixes and 
patches were applied. But according to VPNoverview.com,13 

people now worry about video conferencing that allows 
strangers to enter sessions and wreak havoc. They wonder 
whether children’s private data is being monetized and ex-
press concern over poor or nonexistent data encryption. 

They ask about the information being shared, with whom, 
and for what purpose. 

 
Understanding Privacy Vulnerabilities 

It is up to administrators and teachers to understand the 
vulnerabilities that online Web applications bring to the ed-
ucational setting. We summarize below a list of vulnerabil-
ities which we compiled based in our own experience and 
the works of Aljawarneh14 and Dennen15: 

1. Web-based applications servers typically reside in a va-
riety of locations around the globe, raising privacy issues.  

2. “Free” online services may monetize Personal Data, 
causing conflict of interest.  

3. Commercially oriented online applications such as video 
conferencing, cloud storage, or media-sharing apps pose pri-
vacy risks. Cobbling them together increases that risk.  
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Table 2. Examples of Data Privacy Regulations16

FERPA (U.S.) 
 
Schools and HE institutions that 
accept Federal funding 
 
 
Student educational Personal 
Data, including records 
 
 
 
 
Data-use limitations; parental or 
adult student permission to 
share; length of retention  
 
 
 
Encrypt data and utilize enhanced 
identity authentication. Confirm 
that the product has written poli-
cies that indicate compliance. 
 
 
 
 
 
Online services with student data 
may not follow FERPA compli-
ance; the school has no control 
over user behavior.

COPPA (U.S.) 
 
Technology solutions that are 
used by children under the age   
of 13 
 
Personal Data from children 12 
years or younger (e.g., name,   
address, date of birth, Social Se-
curity number, location, IP ad-
dress, et cetera) 
 
Requires published privacy policy 
stating how data is collected, 
used, or shared, including length 
of retention; requires parental per-
missions at various levels  
 
Check that the site has a clearly 
published privacy policy that 
meets COPPA compliance. 
 
 
 
 
 
 
Online services that aren’t specifi-
cally catering to children may not 
be COPPA compliant. 

GDPR (EU) 
 
Organizations that collect Per-
sonal Data from Europeans 
 
 
The rights of the user to man-
age his or her Personal Data 
 
 
 
 
Requires policies, plans, and 
procedures for collection and 
management (including length 
of retention) of user data along 
with evidence of compliance 
 
Ensure fair and lawful data han-
dling; state the purpose and 
limits for data collection, use, 
and transfer; minimize amounts 
collected; ensure data accuracy; 
specify storage limitations; en-
sure data integrity and confi-
dentiality; be accountable. 
 
Use of online services requires 
due diligence to ensure that 
services are compliant in col-
lecting, storing, sharing, and 
protecting Personal Data. 
 

 
 
To whom does it 
apply? 
 
 
Who or what does it 
protect? 
 
 
 
 
What is regulated? 
 
 
 
 
 
How to ensure that 
technological solu-
tions comply 
 
 
 
 
 
 
Noncompliance 
risks from online 
services 
 
 
 



4. Online services frequently change features and/or 
terms of service, which may create regulatory nightmares. 

 
What Can Educational Administration Do? 

Educational institutions can emerge safely from the 
COVID-19 crisis and protect the school and its students and 
teachers by building a systematic security and data privacy 
plan. This is not only a regulatory imperative but also a spir-
itual consideration, as we know that God is not a god of con-
fusion (1 Corinthians 14:33). Based on several authors,17 we 
provide a list of actions that educational administrators can 
take to improve student and teacher online data privacy: 

• Establish a network of legal and information-security 
professionals who can advise about and securely implement 
new technologies. If yours is a small school with limited 
legal or technical resources, reach out to your educational 
authority, professional associations, or colleagues in other 
school systems for guidance. Raise data privacy concerns 
with your school board, which may engage the assistance 
of professionals in the community or provide guidance for a 
school data-security and privacy plan.  
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If yours is a small school 

with limited legal or techni-

cal resources, reach out      

to your educational authority, 

professional associations,   

or colleagues in other school 

systems for guidance.    

Raise data privacy concerns 

with your school board, 

which may engage the assis-

tance of professionals in   

the community or provide 

guidance for a school data-

security and privacy plan. 



• Adopt a data-privacy vetting procedure for new soft-
ware or applications. Question how the online service col-
lects, shares, retains, and protects private information. Con-
sider what rights and responsibilities belong to the 
educational institution and/or the user. While the sidebar, 
Simple Steps to Begin Vetting an App, is useful to any edu-
cator, it provides a clear roadmap for the small school that 
wants to vet new educational apps.  

• Appoint someone to lead in the creation and adoption 
of privacy policy and user training. Policies should include 
data collection, management, and planned deletion, any 
class session recording or participant monitoring, storage of 
student work and grades, and appropriate behavior in col-
laborative online settings. 

• Include parents along with students (if the students are 
less than 18 years of age) and adult students in discussions 
about student privacy and what it means for them (e.g., their 
right to control data about themselves: biometrics, behavior, 
and action such as religious practices, communication such 
as e-mail or voice, personal data or images, personal feelings 
or thoughts, movement through public space, associations 
with others).  

• Share with parents of minors and adult students the 
steps the educational institution is taking to protect students. 
Inform them about technologies or sites used as well as in-
stances where the institution has signed consent agreements 
on behalf of students. Solicit parental or adult student sup-
port for the school privacy policy to mitigate risks such as 
cyberbullying or unauthorized dissemination of students’ 
and teachers’ personal information. 

• Develop and provide parents or adult students with an 
institutional privacy pledge like this sample pledge: https:// 
 studentprivacypledge.org/privacy-pledge/. 

• Explain how the context (private use versus educa-
tional use) determines the ways in which an application 
should be used and the behaviors that students (and teach-
ers) should follow in the educational setting.  

• Share with adult students and parents of minors the 
steps to maintain privacy in the home educational environ-
ment (for example, disable voice assistance devices such as 
Alexa®, Google Assistant®, or Siri® that may be active in the 
environment; and ensure that the student’s screen is free 
from open tabs or visible files before video conferencing or 
screen sharing occurs). 

 
What Can Teachers or Professors Do? 

The following list gleaned from four authors18 provides 
examples of steps that teachers and professors should take 
to protect student privacy when utilizing online applications.  

• Share your institution’s privacy pledge and your online 
classroom privacy guidelines with parents and adult stu-
dents. 

• Recording of classes should be done only if school pol-
icy allows. If so, seek parental or participant (if over 17) per-
mission. Announce any recording before every session, in-
cluding how a student can participate silently. Remove 
voice-activated devices from the vicinity of your computer/ 

 tablet, and ask students or parents to do the same. 
• Use only technologies that have been vetted and ap-

proved by your institution. Be aware that by requiring a stu-
dent to use a social-media platform that he or she already 
uses privately, the student may need to change his or her 
privacy settings to be compliant for educational purposes. 

• Learn how to use the security and privacy features of 
your chosen technologies. In the COVID-19 crisis, Zoom-
bombers (unwelcome strangers) invaded online classes and 
dissertation defenses because the waiting room and pass-
word features that control permission to enter were not used, 
and screen sharing was not turned off.  

• Discuss online privacy with students to ensure that 
they not only exercise proper privacy protocols while work-
ing within online classes but that they also understand its 
importance.  

 
Teaching Students About Privacy 

When teaching adolescents and young adults about online 
privacy, recognize that their views are different from those 
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Follow these guidelines to vet any online service or app 

before you use it in the classroom: 
1. Look for a privacy statement and read it to make 

sure it makes sense to you. If it seems too vague, consider 
another app. A privacy policy should cover how the app 
handles children’s personal information and will explain 
what it collects and why.                                                    
     2. Check how the app or Website seeks parental per-
mission before it collects the personal information of mi-
nors.  

3. Do a quick Web search to make sure the app is legit-
imate and reputable. 

4. Don’t use an app it if requires permission to access 
data or takes other actions you find intrusive or unneces-
sary. Very few apps need access to your contacts list or 
your physical location. Be very careful with these apps.  

5. Communicate with parents about what apps or on-
line services you plan to use and how you plan to use 
them. This allows any parent who has general privacy con-
cerns or specific concerns with the app to voice them.  

6. Remember, free apps and services have to make 
money. They often do this by selling users’ personal infor-
mation.  

Finally, “Privacy Guidelines for Apps for Children” 
(https://www.termsfeed.com/blog/privacy-guidelines-
apps-children) provides examples of app privacy policies 
as well as examples of privacy laws from several coun-
tries.

Simple Steps to Begin Vetting an App



of older adults. Three studies, taken as a whole, paint a pic-
ture of how students perceive online privacy and what teach-
ers might do to engage them in discussion on the subject. 
Based in the findings of these studies,19 adolescents tend to: 

• View privacy in transactional terms (e.g., it is OK to 

give up a certain amount of privacy for the convenience of 
a service viewed as trustworthy and providing value);  

• View privacy not as a regulatory issue but as one’s own 
personal responsibility;  

• Feel confident in their ability to manage their own on-
line privacy; 

• Have little concern about privacy when using online 
applications for educational purposes unless they have been 
negatively affected.  

From the same sources,20 we gleaned ideas that teachers 
or professors may consider using to engage students in dis-
cussions about data privacy. Teachers might use experiential 
learning to explore with students: 

• How information retrieval algorithms can be politicized 
(e.g., searching one position on an argument leads to fewer 
sources with alternate views);  

• How their personal information can lead to profiling 
for monetization purposes (different pricing for different 
users based on data profiling);  

• Examples of how they have inadvertently shared e-
mails, location, or other personal information when using a 
single device for school and private life; and  

• What personal information is being shared in popular 
apps, with whom, and whether it is being indexed and 
archived and for how long. 

 
Embrace New Technologies While Promoting a Sustainable     
Culture of Data Privacy  

Education has changed! Due to the pandemic, K-12 and 
higher education institutions “temporarily” enacted emer-
gency measures that put into motion a level of online en-
gagement never before experienced across such a broad 
cross-section of students and teachers. Some pieces of the 
experiment in Emergency Remote Teaching have failed and 
will likely not be repeated. But the overall experience has 
exposed teachers and students to a wide range of popular, 
easy-to-use online applications in an educational setting.  

Educational institutions must now choose whether or not 
to embrace this new opportunity more permanently as they 
emerge from COVID-19. For ethical and regulatory reasons, 
they must carefully consider how to do so securely in ways 
that protect users’ privacy. Teachers and administrators in 
faith-based educational institutions understand this respon-
sibility in terms of the immeasurable worth of a student in 
God’s eyes (Matthew 18:2-6, 10). Any efforts they make to 
protect students’ personal data and thereby protect the stu-
dents themselves can be considered as if they were doing it 
for Jesus (Matthew 25:40). It will take an entire educational 
village (administrators, teachers, technology and legal ex-
perts, parents and students) to create a sustainable student 
privacy culture. If public or business-oriented online services 
are invited to stay within this educational village, they must 
be required to demonstrate that they meet ethical and regu-
latory standards of security and privacy. ✐ 

 
 

This article has been peer reviewed. 
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Additional Resources

COVID-19 and Privacy  
Consortium for School Networking (CoSN), “COVID-19 

Response: Preparing to Take School Online”: https://covid 
 19edtechguidance.com/covid-19-response-preparing-to-
take-school-online/  

Consortium for School Networking (CoSN), “Cyber Se-
curity Considerations in a COVID-19 World”: https://covid19 
 edtechguidance.com/cybersecurity-considerations-in-a-
covid-19-world/  

Janssen, David, “Secure Video Conferencing Software: 
How to Ensure Your Privacy”: VPNOverview.com (April 14, 
2020): https://vpnoverview.com/internet-safety/business/  
video-conferencing-software/  

Staats, Ernest, “Remote Working: Data Privacy and    
Security Tips + Usage Considerations” (March 31, 2020): 
https://www.linkedin.com/pulse/remote-working-data-    
privacy-security-tips-usage-ernest-staats/  

 
Data Privacy in K-12 and Higher Education 

Consortium for School Networking (CoSN). “Protecting 
Privacy in Connected Learning Toolkit: Moving From Com-
pliance to Trust” (June 2017): https://www.cosn.org/pro 
tecting-privacy-connected-learning-toolkit (requires you to 
enter your information) 

Durand, Michael, “To Better Protect Student Data, Know 
the Difference Between Security and Privacy,” EdTech: 
Focus on Higher Education (February 20, 2020): https://ed 
 techmagazine.com/higher/article/2020/02/better-protect-
student-data-know-difference-between-security-and-
privacy  

Knorr, Caroline, “Keep Your Kids Safe Online: Essential 
Student Privacy Questions to Ask Your Kid’s School,” 
Thrive Global (December 22, 2017): https://thriveglobal. 
 com/stories/ask-your-kid-s-school-these-essential-student-
privacy-and-safety-questions/ 

Smith, Larry. “Student Data Privacy: What Are Your Ob-
ligations?” Student Data Privacy Consortium (February 
2020): https://cdn.ymaws.com/www.a4l.org/resource/  
resmgr/files/sdpc-publicdocs/sdpcpresentations/ 2020_  
02_ 12_oetc_obligations.pdf (first half of slide show defines 
regulations)
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